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Instructions for encrypting files with the Cryptomator programme

1) Open Cryptomator and create a new vault by clicking on Add at the bottom left and then on + New

Vault ....
CRYPTOMATOR 0o % x
Click here to add a vault Thanks for choosing Cryptomator to protect your files, If you need
any assistance, check out our getting started guides:
docs.cryptomator.org
Add =
+ New Vault...

& Existing Vault...

2) A new window will open. Enter a name for your vault and click Next.

& Add New Vault X

Choose a name for the vault
Test Cloud
+ Valid vault name
The vault name may contain the following characters:

« Word characters (e.g. a, x or )
+ Numbers
+” Hyphen (-) or underscore ()
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3) Select Custom location for storage and Choose the desired location on your computer, confirm
your selection in the browse window with Select Folder and then confirm with Next.

& Add New Vault X

& Select Directory

&« v B _ v O -dur(hsuch
Organisieren + Neuer Ordner
~ -~ A
Where should Cryptomator store the encrypted files of your vault? @ Name Anderungsdatum

!

GC“S“’"‘ jozatien ﬁ =
a @ Cryptomator 15.03.2024 17:05
©
B M <

Storage location

en

Typ

Dateiordner
Dateiordner
Dateiordner

Dateiordner

>

Ordner: [ Cryptomator

C:\Users\ _C ryptomator\Test Cloud

|

v

I Select Folder I | Cancel ]

4) In the next step, the name and location of your vault will be displayed again. Confirm with Next.

& Add New Vault X

# Test Cloud

& C\Users\ | CpotomatorTest Cloud

Enable expert settings
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5) Enter a strong password and confirm it by entering it again. Save your password in a trusted
password manager so that you do not forget it.

Then click on Create Vault at the bottom.

& Add New Vault X

Enter a new password

¥ ¥ ¥ ______§ |
" Very strong

Confirm the new password

" Passwords match!

You won't be able to access your data without your password. Do you
want a recovery key for the case you lose your password?

Yes please, better safe than sorry

(®) No thanks, | will not lose my password

Back Create Vault

6) To encrypt files now, you must unlock the vault. To do this, select Unlock Now.

& Add New Vault X

Added vault "Test Cloud".
You need to unlock this vault to access or add contents. Alternatively

you can unlock it at any later point in time.

Done Unlock Now



https://informationssicherheit.uni-wuppertal.de/en/faq/#c135568
https://informationssicherheit.uni-wuppertal.de/en/faq/#heading-4915
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7) Enter the password and confirm with Unlock.

& Unlock "Test Cloud" - X

Enter password for “Test Cloud":

Cancel

°

8) You will receive a successful unlock message. Select Reveal Drive.

& Unlock "Test Cloud" — X

Unlock successful

Content in vault "Test Cloud” is now accessible over its
mount point.

Remember my choice, don't ask again

Reveal Drive

Done

9) You will now see the vault, the Cryptomator drive, and you can drag the files you want to encrypt
onto it.

=1 0=l Verwalten DA . %
Start Freigeben Ansicht Laufwerktools ~ o
x . D 4 Ausschneiden x @ - [ Offnen = [ Alles auswanlen
sl Pfad kopieren * - | Bearbeiten 2 Nichts auswahlen
An Schnellzugriff Kopieren Einfugen - Verschieben Kopieren Loschen Umbenennen Neuer Eigenschaften &l
anhaften El Verkndpfung einflgen nach = nach = - Ordner - &) Verlauf E,E‘Auswam umkehren
Zwischenablage Organisieren Neu Offnen Auswahlen
4 == > DieserPC » Test Cloud (\\cryptomator-vault\HxOQalsMQvXM) (D:) v @ Test Cloud (\cryptomator-vault\Hx 0QalsMQvXM) (D:) durchsuchen pel
~ .
a Name Anderungsdatum Typ GroBe
al @ WELCOME 15.03.2024 17:32 Rich-Text-Format 1KB
o
=
[l
v
1 Element =
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10) Once you have added all the files you want to encrypt, go back to Cryptomator and Lock your
vault again.

CRYPTOMATOR 0O o x
Test Cloud
“ -'--.Cr_,‘n:o'rat-ar'-.Te';t Cloud Test CIOUd

~"l-.Cr)-_ozo"nator'-,Tes: Cloud

Your vault's contents are accessible here:

am Reveal Drive

-

P Lock

. Vault Statistics
+

Read idle
Locate Encrypred File

Wite: idle

Add ~

Instructions for decrypting files with the Cryptomator programme

1) Open Cryptomator and click Add in the bottom left corner, then click Existing Vault... to add an
encrypted folder that is shared with you.

CRYPTOMATOR o & x

Thanks for choosing Cryptemator to protect your files. If you need

any assistance, check out our getting started guides:

docs.cryptomator.org

Click here to add a vault

Add ~ ]

+ New Vault...

& Existing Vault...
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2) Click on Choose to navigate to the shared folder. Select the vault.cryptomator file in the shared
folder and click Open.

& Add Existing Vault X

v & £ Sewch Ve

L= I ]
Cate st Tye e
NN W File bt
T 1708 Crypormator Vot 153
RN 1108 Cryptomutes Vool i

Choose the "vault.cryptomator” file of your existing vault. If only a file
named "masterkey.cryptomator” exists, select that instead.

3) To decrypt the files in the shared folder, you still need to unlock the vault. Select Unlock Now.
Once you have entered the password, you can work with the files as usual.

@& Add Existing Vault X
Added vault "Test Cloud™.
You need to unlock this vault to access or add contents. Alternatively
you can unlock it at any later point in time,
Done Unlock Now
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4) When you have finished working on the files, go back to Cryptomator and Lock the vault again.

CRYPTOMATOR 0 o x

Test Cloud
-‘--.Cr,':::un*a tor\Test Cloud TESt CIO I.ld

-"-.Cr_,a;3:o-"nator\Tesi Cloud

Your vault's contents are accessible here:

am Reveal Drive

-

P Lock

. Vault Statistics
+
- - Read: idle
Locate Encrypted File
Nrite: idle

Add -
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